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Teaching plan for the semester form 2024-2025
	Course Instructor
	Fahad Naim Nife

	E_mail
	Fahad.naim@mu.edu.iq

	Title
	Computer Security

	Course Coordinator
	

	Course Objective


	This course aims to provide students with a strong understanding of cryptographic principles and their practical application in securing systems. Students will focus on countermeasures such as prevention, detection, and recovery techniques including firewalls, intrusion detection, and access control.

	Course Description


	The course covers key cryptographic techniques, including symmetric and asymmetric encryption, digital signatures, and cryptographic protocols. Emphasis is placed on implementing security countermeasures and developing strategies to protect systems from cyber threats.

	Textbook
	Type here textbook (title,author,edition,publisher,year)

	References
	Type here the reference (title,author,edition,publisher,year)

	Course Assessment
	Term Tests
	Laboratory
	Quizzes
	Project
	Final Exam

	
	As (35%)
	
	As (5%)
	----
	As (60%)

	General Notes


	Type here general notes regarding the course








Teaching plan for the second semester form

	week
	Date
	Topics Covered
	Lab. Experiment Assignments
	Notes

	1
	22/1/2025
	Introduction to Computer Security  
	
	

	2
	29/1/2025
	Attacks
	
	

	3
	5/2/2025
	Threat, Vulnerability, and Risk  
	
	

	4
	12/2/2025
	Security Countermeasures  
	
	

	5
	19/2/2025
	Access Control Mechanisms: Authentication and Authorization  
	
	

	6
	26/2/2025
	Access Control Mechanisms: Types  
	
	

	7
	5/3/2025
	Firewalls and Network Security
	
	

	8
	12/3/2025
	Intrusion Detection Systems (IDS)
	
	

	9
	19/3/2025
	Intrusion Prevention Systems (IPS)
	
	

	10
	26/3/2025
	Security Information and Event Management (SIEM) and Log Analysis
	
	

	11
	2/4/2025
	Hash Functions and Integrity Protection
	
	

	12
	9/4/2025
	Digital Signatures and Public Key Infrastructure (PKI) for Secure Communication
	
	

	13
	16/4/2025
	Incident Response and Disaster Recovery Planning
	
	

	14
	23/4/2025
	Post-Quantum Cryptography and Emerging Security Challenges 
	
	

	15
	30/4/2025
	Case Studies: Real-World Applications and Best Practices in Cryptographic Security
	
	



Instructor Signature:




Dean Signature:

University: Al-Muthanna


College: College of Science


Department: mathematics and computer applications


Stage: Fourth stage


Lecturer name: Fahad Naim Nife


Academic Status: Lecturer  


Qualification: PhD


Place of work:
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